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PRIPADOVA STUDIE - SOLARWINDS
Co se stalo? A jak tomu predejit?
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PT LAB - Penetration Testing Laboratory
\ Fakulta aplikované informatiky
\ Univerzita Tomase Bati ve Zline
E-mail:
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Duveérujete oficialnim dodavatelium SW nastroju,
ze dodavany produkt je stabilni a bezpecny?
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White-box pentesty

N i Kontrola integrity dat
Definitivni knihovna médii

Zkoumate a testujete SW dodavany treti stranou?

Externi pentesty
Interni pentesty

Black-box pentesty Patch management
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O co jde?

» V CR se o Utoku pfili§ nevédélo
« Zprava proletela médii jak kour kominem
« 17.12. clanky na novinky.cz, irozshlas.cz, lupa.cz, apod.
« 14.12. oficialni varovani — NUKIB

* Zneuziti supply-chain k distribuci malwaru
e Infikovani servert Solarwinds
» Distribuce pres oficialni update
* Vytvoreni backdooru do systému s nastrojem Solarwind Orion

http://ptlab.fai.utb.cz
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Solarwind Orion

» Sofistikovany nastroj pro komplexni monitoring a spravu
podnikové sité a cloudu

 Okolo 30 tis. zakazniku
» Dotcenych 18 tis. (oficialni tvrzeni... ©)

* Cena:
« Network Performance Monitoring 64 tis K¢/rok/100 zarizeni
« Server and Application Monitoring 66 tis K¢/rok/100 zarizeni
« Storage Resource Monitor 65 tis K¢/rok/25 disku
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NETWORK NETFLOW NETWORK VOIP &
PERFORMANCE TRAFFIC CONFIGURATION IP ADDRESS NETWORK QUALITY USER DEVICE
MONITOR ANALYZER MANAGER MANAGER MANAGER TRACKER

http://ptlab.fai.utb.cz

SolarWinds Orion Platform

SERVER & SERVER STORAGE VIRTUALIZATION WEB LOG
APPLICATION CONFIGURATION RESOQURCE MANAGER PERFORMANCE ANALYZER
MONITOR MONITOR MONITOR MONITOR
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Detaily utoku

* VVychozim bodem byl soubor s trojskym konem obsahujici
backdoor

e Standartni windows installer patch file
 Zcela bézny obsah zdroju pro update
* Inftkovana knihovna DLL - SolarWinds.Orion.Core.BusinessLayer.dll

* Virus total oznacil tento soubor jako skodlivy
(celkem 69 AV enginu)

* Pri detailngjsi analyze byl objeven blocklist k detekci forenznich
a AV nastroju pomoci procesu, sluzeb a ovladacu

\‘\.
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Detaily utoku

. APT!I!

 Supply-chain byl kompromitovan prostrednictvim nasledujicich
produktu:
* Orion Platform 2019.4 HF5, version 2019.4.5200.9083
* Orion Platform 2020.2 RC1, version 2020.2.100.12219
* Orion Platform 2020.2 RC2, version 2020.2.5200.12394
e Orion Platform 2020.2, 2020.2 HF1, version 2020.2.5300.12432

« Kompletni vycet indikatoru kompromitace na webu
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https://www.nukib.cz/cs/infoservis/hrozby/1669-doplneni-informaci-k-reaktivnimu-opatreni-software-spolecnosti-solarwinds/
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PT LAB
4.11.19 dokonceni ° 4.6.20 Odstranéni. 15.12.20 Solarwinds °
vkladani testovaciho malwaru z VM vydava opravu : -
ody : @ 17.12.20 US-CERT vydal varovani
R : + 9 14.12.20 NUKIB vydal varovani
12.9.19 Vkladani i 26.3.20 Hotfix 14.12.20 '
testovaciho kodu . - 5DLL - update . : Informovani .
(trial run) : zakaznikU
Infiltrace : : 20.2.20 : : 12.12.20 : oo 11.1.21
| n u n n u n n 7 [
, : : i : : S : S Novée dukaz
Solarwinds . Sestavenia, Solarwinds . ’ v souvislostiy
nasazeni : : : detekuje E E 5 E ! <e SUNSPOT
SUNBURST : E - SUNBURST : Probihajici
' vysetfovani

‘),-)).,)),

Zdroj: OrangeMatier
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https://orangematter.solarwinds.com/2021/01/11/new-findings-from-our-investigation-of-sunburst/
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Pamatujete na TrueCrypt?

* Sifrované kontejnery — kaskadoveé sifrovani
¢ Ve I 7 . 2 — ba C kd Ooor WARNING: Using TrueCrypt 1s not secure as it may contain unfixed security 1ssues
 Ver. 7.1 — bezpecna

This page exists only to help migrate existing data encrypted by TrueCrypt.

The development of TrueCrypt was ended in 5/2014 after Microsoft terminated support of Windo
platforms (click here for more information). You should migrate any data encrypted by TrueCrypt

® ® Migrating from TrueCrypt to BitLocker:

If you have the system drive encrypted by TrueCrypt:

1. Decrypt the system drive (open System menu in TrueCrypt and select Permanently Decry

2_ Encrypt the system drive by BitLocker. Open the Explorer:
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Solarwind Orion TrueCrypt
» VVydani oficialniho updatu » Vydani oficialniho updatu
obsahujici backdoor obsahujici backdoor
« Manipulace s originalnimi e Manipulace s originalnimi
zdroji zdroji
* Injektace malwaru * Vydani nove verze

 Odlisny ,rukopis” kodu
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Nizké riziko # nulova pravdépodobnost
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Proaktivni pristup

1) Pripravit se i na malo 4) Monitoring sitée
pravdepodobné scénare « SIEM
* Vytvoreni planu a postupl na * Vyuziti strojového uceni
reseni krize

vt vy , 5) Patch management
 Zalozni reseni pri nedostupnosti

sluzeb 6) Definitivni knihovna médii
2) Segmentace sité 7) Testovani SW nastroju tretich
stran
3) Detailni nastaveni prav pro * Hash otisky

e Obsah souboru ve slozce

zapis do jednotlivych slozek . Pentesty

\‘\.
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,Bezpecnost je matka nebezpeci a babicka

destrukce.”
Thomas Fuller
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PT LAB — Penetration Testing Laboratory
Fakulta aplikované informatiky
Univerzita Tomase Bati ve Zliné

E-mail:

tel: +420 576 035 188
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