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Léta hojnosti 2021, 2022...

Mapa serveru »  Textova verze »  English »

@ Radovy narGst Gtok( ' y _ Slu;

Databaze ‘ Nabidky a zakazky

@ Utoky vedené ru¢né

@ Policie Ceské republiky — KRP Olomouckého kraje

9 U 90% utoku doslo k extrakci dat Kyberneticky tok na Magistrat mésta Olomouce odloZzen

OLOMOUCKY KRAJ - Kriminalisté na pfipadu spolupracovali i s Europolem.
Kriminalisté odboru analytiky a kybernetické kriminality Krajského Feditelstvi policie Olomouckého kraje odloZili trestni véc podezieni ze

spachani pre¢inu neopravnény pfistup k pocitatovému systému a nosic¢i informaci, tykajici se napadeni pocitaové sité Magistratu mésta
Olomouce z poc¢atku dubna 2021, nebot se nepodaifilo zjistit skutecnosti opravriujici zahdjit trestni stihani viici konkrétni osobé.

@ 50% obéti platilo vykupné

@ V 99% pripadd si obét o Gtok sama Fekla
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@ Vyhledavani informaci ve vefejnych zdrojich

® Neinvazivni metoda

@ Subjekt OSINT jej nemutze identifikovat

@ OSINT na organizace, osoby...
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OSINT — Open Source Intelligence

(T) -
OSINT Framework o
M)
itsel
Whois Records O
Subdomains O
Discovery O
Certificate Search O
PassiveDNS O
Reputation O
Username © Domain Blacklists ©
Email Address O Typosquatting ©
Domain Name O Analytics O
IP Address © URL Expanders O
Images / Videos / Docs O Change Detection O O Google Trends
Social Networks O Social Analysis O O Reddit (M)
Instant Messaging © DNSSEC O
People Search Engines O Scanners O O Sn1per (T)
Dating O Cloud Resources O (O Mage Scan
Telephone Numbers O Vulnerabilities O
Public Records O Tools © Disclosure Sites O (O XSSposed.org
Business Records © O RobotsDisallowed O Zone-H.org
Transportation O
Geolocation Tools / Maps O
Search Engines O
OSINT Framework O Eorifia/Blegs £ ,'RC o
Archives O
Language Translation )
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® Védét, co se vi:

[ SHODAN xplore ownloads ricing 2 App-webs 2016 country:cz “

@ Co komunikuji sdm o sobé

TOTALRESULTS 40 View Report (10 View on Map

0 CO ko m u n i kuj e O ko I I’ 1 51 New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor

TOP CITIES © 185.36.160.104 [/

1P-185-36-160-104.bro
Prague “ P18 HTTP/1.1 200 0K
Date: Tue, 17 May 2022 06:36:25 GMT
Brouzdal s.r.0.
7 - Server: App-webs/
o Crechia, Neratovice ETag: "8e5-1e0-573af102"
Ceské Budéjovice 7 Content-Length: 480
R Content-Type: text/html
5

Ostrava Connection: close
~ 7 H ified: 2016 10:22:58 GHT
Bezpecnostni analytika et T 1 e
More...
Hikvision IP Camera:
Web Version: 4.0.1 build 160405
I . . TOPPORTS ___________________________ Plugin Version: 3.0.6.1
Detekce hrozeb a miry rizika o 8
81 21
8 " @ 80.78.137.208 (]
82 10 208.137.78.80.client.no HTTP/1.1 200 0K

‘‘‘‘‘‘‘ Date: Tue, 17 May 2022 05:05:44 GMT

@ Protiopatfeni:
@ ,Potlaceni* rizikového obsahu

®@ Odstranéni zranitelnosti
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Co muze OSINT odhalit

@ Otevieny internet
@ Technické zranitelnosti, metadata
. SURFACE WEB
@ Rizikové vazby, kontakty
@ Troli kampané
@ PR Gtoky...
© DeepWeb, DarkNet

@ Uniky dat, metadat, dokumentti

DEEP WEB

@ Kompromitovana zafizeni DARK WEB

@ ZeroDays Vulnerabilities
@ Kompromitované identity

@ Rizikové vazby...
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OSINT — vazby, souvislosti na DarkNetu

Organizations related to intel.com

ORGANIZATION DETAILS
Host intel.com
Name Intel
Contacts 2,868
Documents 1,219

Related 17,685 organizations. Wildcards (*.org, *.edu, *.com, *.gov... ) available.

7 What this information means and where it comes from

Name Site Share ofall  Shareofall  Affinity Common
intel.com related site index contacts
contacts ~ contacts

1 International Business Machines us.ibm.com 27.36% 14.88% 3 @ view
2 Hewlett-Packard hp.com 23.55% 17.31% 2 @ view
3 Army Knowledge Online (AKO) us.army.mil 17.49% 4.46% 79 @ view
4 Qwest.net uswest.net 17.21% 8.68% 32 @ view
5 IEEE - Networking The World ieee.org 16.08% 12.32% 8 @ view
6 Cisco Systems cisco.com 15.80% 16.79% 4 @ view
7 Association for Computing Machinery (ACM) acm.org 15.37% 17.93% 12 ® view
8 Microsoft microsoft.com 15.23% 7.63% 26 ()] view
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DarkNet — trzisté profilu

Dox

Stolen identity. Humiliating photos. Blackmail. Stupid chicks and few guys @ All profiles apply only to adults. If you

are one of the girls, and want your profile to be removed from the site, or you are a boyfriend, of one, of the girls and
want to help her disappear from the network, please contact us using the contact form. For only $ 1000 in BTC, your
profile will be removed from this shop. Stay safe!

[ Default sorting v ] Showing 1-15 of 55 results 1 2 3 4

Adrianna Ba Agnieszka C. Agnieszka KI. Aleksandra Bo. Aleksandra Sn.
$3.00 $5.00 $3.00 $4.00 $6.00
Add to cart Add to cart Add to cart Add to cart Add to cart
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Zkusenosti klientu

@ Nejéastéjsi zranitelnosti:
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@ Zranitelné systémy (aktualizace, metadata, Zero Days Vulnerabilities...)
@ Kompromitované uZivatelské identity
@ Rizikové vazby - osobni, firemni

@ Unikla data, véetné Unika od tretich stran
m & Main  WBFulldump @8 Contact Us

® Medialni obraz, detekce troll

New companies _ Full dumps
FEBANCOLOMBIA TAIWAN SURFACE MOUNTING TECHNOLOGY
Next update: 4 Days 22:31: 40 Company: _ CORP.

. . ’ . L4 Vé sy 7 Published data: 126.25 G
Address: Republic
be Audit Ltd
Rizikov rofily na socialnich sitic c -
i |
Next update: 4 Days 22: 11: 11 Website: Cinov Federation
emar: (I Published datx: 2298 G
Halwani Bros Ltd Phone:
Next update: 4 Days 23:19:33 - Glasbau Wiedemann GmbH
Published data: 58.58 i
Files:
Rate Rabbit Inc
Nextupdate: 4 Days 23:11: 11 Cocal
Published data: 114.03 M8
JetS)
Next update: 4 Days 23:04:21 SPINE & DISC
Published data: 2.19 Gi8
Maryan beachwear group GmbH
Next update: 4 Days 22:50: 34 EUROMAIS - PECAS E PNEUS, LDA

Published data 21.39 Gi8
360 InStore

Schepisi Communications
Next update: 4 Days 22:23: 08

Publshed data 2.88 G8
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Shrnuti

@ Utoky jsou dostupnéjsi laiktim
@ OSINT - predpoklad pro Uspésny Gtok

@ Nepritahovat pozornost
@ Sledovat zranitelnosti
@ Odstranovat je

@ Nekomunikovat je

@ OSINT jako nezbytna soucast kyber bezpeénosti

Kdo si udélal na sebe/organizaci profesiondlni OSINT?
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Prostor pro vase dotazy...

Dékujeme za pozornost

Za tym VIAVIS a.s.

= Vladimir Lazecky
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