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Outsourcing IS v ,cloudu” jako prevence kybernetického utoku?

Jan Bonczek
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Jak definujeme Vyhody a
cloud? nevyhody?

Poskytovani prostredku IT za urcitou cenu.
Poskytovani server( ke kterym se
pristupuje pres internet.

Sluzby umoziujici samoobsluzny pristup.

Nejvétsi rizika jsou ztrata plné kontroly a
zpracovani na Uzemich jinych stat.
Soudni spor USA vs Microsoft vs Dublin

Amazon Leads $150-Billion
Cloud Market

Worldwide market share of leading cloud infrastructure
service providers in Q1 2021°

aws 32%
Anrve NG 0%
O Googlecioud [N 9%
Coanmmeco [N 6%
18M Cloud 5% &
D - Q1 2021 cloud infrastructure
B 3% service revenue
$39 billion
¢ Tencent Cloud . 2% (+37% vs. Q1 2020)

C B

* includes platform as a service (PaaS) and infrastructure as a service (laaS)
as well as hosted private cloud services

Source: Synergy Research Group

©@O®G statista %a

Zdroj: Statista

Neni cloud jako
cloud

Dusledna analyza pred vybérem cloudu.

Prehled o fyzickém umisténi dat a jejich
pohyb.
Do 2013 presvédceni, Zze data patfi
vyhradné uzivateli.
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Hlavni modely

PaaS
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networking,
storage

L

Operating
systems

Database
management &
development tools

Zdroj: https://www.cloudflare.com/learning/cloud/what-is-the-cloud/

SaaS —

APPS

Cloud-hosted
applications
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Priklad utoku na ,SaaS"“
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Muzete mit IS v nasem
cloudu

Nabidka napfriklad od tvirce IS nebo
vaseho Outsourcingu. Argumenty ¢asto
Setreni nakladd.

Typicky nulova znalost
infrastruktury

Pokud se nejedna o renovované
datacentrum tak prakticky nemate ponéti o
jeho stavu.

Zadné realné ponéti o
zabezpeceni

Jak vlastné resi zabezpeceni? Oddéleni od
jinych IS? Zalohovani, HA, a jak je
nastavena samotna sit?

WWW.Viavis.cz
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Firma XY FW XY

Inte

rnet

Firma XY

Databaz !
Podplrné

Veeam

Backup storage
ESXi IS firma X
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Na co se ptame?

Jaky je rozsah? Jakeé vznikaji skody? Co jste uz udélali?
Vétsinou ,totalka“. Nékdy se zachrani Délam si predstavu hlavné o tom, jak moc Vétsinou samé chyby. Smazani logl.
technologicka sit. velky tlak to bude na IT. PFipojeni zaloh do napadenych systéma.

Mala obezretnost.

Kde mate zalohy? A off-line zalohy Logy néjaké
L] 7 rd 7
Nejsou? Aha. To se stane, tak jdeme dal. Jsou kde ° mate °
Tady se rozhoduje. VétsSinou zatim vSude super. Vybaveni z
pohledu kybernetické bezpecnosti bylo na
vyssi arovni.

VIAVIS a.s. WWW.Viavis.cz



Zjistit, kdo utodil

= AvoslLocker

Payment

Before deadline
$200,000.00 USD
80000 XMR

4.1/ BTG (£5% processing

-

fao
ee)

Test decryption
You may test our decryption
process by uploading a
single encrypled image hle
(PNG, JPG, JPEG, GIF, TIFI

BMP) less than 1 MB in size

Browse... | Mo file selected

Decrypt

Date

Time left: 4 days 23 hours DY

minutes

Support

Staff

Past deadline
$400,000 00 USD
% 1600.00 XMR

g.a4 (25% processing fea)

As you are an enterprise client of ours, we will provide you with
customer support throughout the process. You may use this

chat to get in contact with us



Jaké sluzby jsou vidét z venku?

web.path: /vpn/index.html (Status: 200 OK)
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o

usy o spojeni s AnyDesk

B Al FortiGate + © Custom... —

Service = RDP

¥ Date/Time
0:11
0:11
0:11
0:11
0:11
0:11

Device ID
FG100
FG100
FG100

FG100
FG100
FG100

"
B Al FortiGate + ® Custom...~ Sep 09 To Sep 11

Application = AnyDesk Add Filter

244
245
246
247
248

¥ Date/Time

100:44
100:44
100:43
100:42
100:42
100:42
100:41
100:40
100:39
100:39
100:39
100:38
100:37
100:36
100:36
100:36
100:35
100:34
100:34
100:33
100:33
100:32
100:32
100:31
100:30
100:28
100:28
100:28
100:28
100:27
100:27
100:25
100:25
100:25
100:24
100:23
100:23
100:22
100:22
100:22

Device

FG100§
FG1001

Action

€ Policy violation
€ Policy violation
€ Policy violation
€ Policy violation
€ Policy violation
€ Policy violation

ID Action

© Deny:UTM Blocked
© Deny:UTM BI
© Deny:UTM Blocked
© Deny:UTM Blocked

Deny:UTM Blocked
© Deny:UTM Blocked
© Deny:UTM Blocked
€ Deny:UTM Blocked
© Deny:UTM Blocked
€ Deny:UTM Blocked
@ Deny:UTM Blocked
© Deny:UTM Blocked
€ Deny:UTM Blocked

© Deny:UTM Blocke
© Deny:UTM Blocked
@ Deny:UTM Blocked
ed

€ Deny:UTM Bl
© Deny:UTM Bl
@ Deny:UTM Blocked
© Deny:UTM Blocked
© Deny:UTM Blocked
€ Deny:UTM Blocked
© Deny:UTM Blocked
© Deny:UTM Bl
© Deny:UTM Blocked
© Deny:UTM Blocked
© Deny:UTM Bl
© Deny:UTM Blocke
© Deny:UTM Blocked
€ Deny:UTM Blocked
© Deny:UTM Blocked
€ Deny:UTM Blocked
© Deny:UTM Blocked
© Deny:UTM Blocked
© Deny:UTM Blocked
© Deny:UTM Blocked
@ Deny:UTM Blocked
© Deny:UTM Blocked
© Deny:UTM Blocked
© Deny:UTM Blocked

ocked

Source

User

User

Destination IP

Destination IP Service
HTTP
tep/6568
HTTPS
HTTP
HTTP
tcp/6568
HTTPS

-=18t tcp/6568

m=88.198.3| HTTP

m=88.198.3 HTTPS
58.198.3 tep/6568
m=88.198.3 HTTPS
m88.198.3| HTTP
m=88.198.3 HTTP
m88.198.3 tcp/6568
™195.181 HTTPS
m195.181. tcp/6568
—=185.229. HTTPS
™195.181 HTTP
™195.181 tep/6568
HTTP
HTTPS
tep/6568
m195.181 HTTP
m=195.181 HTTPS
=185.229. HTTPS
tcp/6568
tcp/6568
HTTP
HTTPS
HTTP
=185.229. tep/6568
=185.229 HTTPS
m195.181 HTTP
m195.181 HTTPS
™195.181 tcp/6568

195181 tcp/6568
HTTP
HTTPS

™195.181 HTTPS

Application
+ AnyDesk
* AnyDesk
+ AnyDesk
+ AnyDesk
+ AnyDesk
+ AnyDesk
+ AnyDesk
* AnyDesk
+ AnyDesk
+ AnyDesk
* AnyDesk
* AnyDesk
* AnyDesk
+ AnyDesk
* AnyDesk
» AnyDesk
« AnyDesk
* AnyDesk
« AnyDesk
* AnyDesk
+ AnyDesk
o AnyDesk
+ AnyDesk
+ AnyDesk
* AnyDesk
+ AnyDesk
« AnyDesk
+ AnyDesk
+ AnyDesk
+ AnyDesk
+ AnyDesk
* AnyDesk
* AnyDesk
* AnyDesk
+ AnyDesk
« AnyDesk
« AnyDesk
» AnyDesk
+ AnyDesk
* AnyDesk

Service
RDP
RDP
RDP
RDP
RDP
RDP

Sent/Received

958.08/9208
406.0B/2.6 KB
1010.08/9208
958.08/92.08
1010.08/9208B
406.0B/9208B
1010.08/9208
406.0B/2.6 KB
1010.0B8/9208
1010.08B/9208
406.08B/92.08
1010.08/9208
958.08/92.08
1010.08/9208
406.0B/1.6 KB
1010.08/9208
40608B/8408B
1010.08/9208
958.0B/9208B
406.0B/2.6 KB
1010.0B/9208
1010.0B/9208
406.0B/1.5KB
1010.08/9208
1010.08/9208
1010.08/9208
406.08/84.08B
406.0B/1.6 KB
958.0B/9208B
1010.08B/9208B
958.0B/92.08B
40608B/9208B
1010.08/9208
1010.08/9208
1010.08/9208
406.08/92.08
406.0B/2.6 KB
1010.08/9208
1010.08/9208B
1010.08B/9208B

Application
RDP
RDP
RDP
RDP
RDP
RDP

Sent/Rec
0B/OB
oB/OB
oB/oB
oB/OB
oB/OB
oB/OB



Flowmon taky rval

Datum od Do Perspektiva Zdrojova IP Cile

Vlastni ~ 2022-5 13 2022.08 14 Motifikace v 1- VICE FILTRU...
JEDNODUCHY SEZNAM PODLE MITRE ATT&CK PODLE ZARIZENI AGREGOVANY POHLED 1] 05T €. 19335437 X

Typ Port scanning (SCANS)

Podtyp TCPSYN

Detail Horizontal TCP SYN sken (pokusy s odpovédi: 650, pokusy bez odpovédi: 0, cile: 255, porty: 21,443 ,80).
Cas detekce 202 :35:27 Puvodce udalosti =" 10_2_
Naposledy akiualizovino 2 e Zachycené jméno plvodce Neuvedeno
Prvni tok 202 32:00 e _
Identita uZivatele Neuvedeno
KOMENTARE KATEGORIE ATRIBUTY ZAZNAM UDALOSTI SOUVISEJICi UDALOSTIIDS

VESKERE IP ADRESY PODLE ZEME PODLE IP ADRESY

o 10

=10

o 10

oy 10

=10

=10

10

;10

o 10

=10

=10

o 10

=10

=Rl

o 10




VIAVIS ass.

Antivir na servery nepatri
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Prostor pro vase dotazy...

Dékujeme za pozornost

Za tym VIAVIS a.s.

= Jan Bonczek
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