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Co Microsoft déla v open
source, jaka vnimame rizika
a jak je resit s vyuzitim open
source jako sluzby

Tomas Kubica
Azure Cloud Solution Architect
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Stavime bezpecny svét open source
spoleéné S vami

Otevrenost, spoluprace, bezpecnost
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hvézdicek u TypeScript na GitHub hvézdicek u Visual Studio Code na Microsoft zaméstnanct publikuje
GitHub na GitHub — kazdy mésic hlasuji

>50% core

nasich zakaznik( v Azure je Linux

1/ 3 core Otevrenost

nasich vlastnich v Azure je Linux

#/

Top velocity OSS projekt je https://github.com/cncf/velocity/ https://github.com/Microsoft/TypeScript
NET https://qithub.com/microsoft/vscode https://aithub.com/microsoft/foss-fund



https://github.com/cncf/velocity/
https://github.com/Microsoft/TypeScript
https://github.com/microsoft/vscode
https://github.com/microsoft/foss-fund

Spoluprace

Vybuduj sluzbu, ale cti licenci a prispivej zpét.
Spoj se a vytvor spolecnou sluzbu nad Azure.

Joint engineering Joint operations Joint support

CAN@NICAL () CONFLUENT < databricks ¥ DATADOG
@ elastic () HashiCorp & RedHat
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Integrated identity = Integrated security = Integrated billing



Microsoft je
zakladajicim clenem
Open Source Security
Foundation

=; Identifying Security Threats to Projects
Security Tooling
¥ Security Best Practices

& Vulnerability Disclosure

Bezpecnost

Open-source software is inherently community-driven
and as such, there is no central authority responsible
for quality and maintenance. [...] Open-source
software is also vulnerable to attacks against the very
nature of the community, such as attackers becoming
maintainers of projects and introducing malware.
Given the complexity and communal nature of open
source software, building better security must also be a
community-driven process.

Mark Russinovich, Azure CTO



Rizika pouzivani open source

Riziko nakladu a udrzitelnosti — neni snadné ziskat a hlavné udrzet
kompetentni lidi, ti nejlepsi odejdou tam, kde se opravdu déla
masivni open source vyvoj

Riziko bezpecnosti — vic oci nevidi nutné vic, kdyz k tomu nema
motivaci (pamatuje Heartbleed?)

Riziko ztraty kontroly - bojim se ,vendor lock-in” tak, ze misto
partnerstvi s enterprise-grade stabilni firmou dam prednost
zavislosti na garazovce, ktera mi to slepi dohromady?
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Pouzijte open source jako sluzbu

Azure zajisti provoz a bezpecnost, vy se soustredite na vasi aplikaci a
data. Uz se u Microsoftu nelibi? Neni problém, nepouzivate zadné
proprietarni technologie, které by nefungovaly jinde.
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Infrastruktura s Linux Vyvijejte v cemkoli, Enterprise-ready Prostredky pro
a Kubernetes provozujte na open source databaze umeélou inteligenci a
platformé v a analytika strojoveé uceni
kontejnerech postavené na open
source

7| Enterprise-grade bezpecnost a compliance



Diky za pozornost a za vase
prispevky do komunity.

=~

\ b2
.




