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IBM & RedHat v roce 2022
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Bezpecnostni pristup: Zero Trust

Identify Control
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IBM Cloud Security Framework — koncepéni ramec

Security Policy Security Controls Risk Management " Audit & Compliance

Security on the Cloud - Bring your own security
Identity & Access Application Security Data Security Infrastructure Security Security Intelligence

Identity Risk Based App Threat Activity Classification Endpoint Network Security Threat Incident
Governance Access Scanning Protection Monitoring & Governance management Protection MonitoringManagementResponse

Security in the Cloud - Integrated Security Services in public cloud

Security Security Visibility & Management
Services Security & Compliance Posture Threat Intelligence Policy Management & Orchestration

Identity & Access Application Security Data Security

Identity Authentication & Access Vulnerability App threat Security Data Key Data
Federation Control management Protection Scanning Encryption Management Access

Secure Secure Network Secure Compute Secure Storage

Platform Virtual Network Security Containers  Virtualization Servers

Private Cloud ACLs Groups
v . R Compute Compute Runtime Storage Storage
Encryption Isolation

VPN DDoS mitigation Integrity Isolation Encryption

Hardware
Security
Modules

Physical Security Access & Surveillance Operational Controls Personnel & Training




Bezpecnostni principy

1 Klient vzdy zna umisténi svych dat

Lokace datacenter je k dispozici v ISO 27k certifikatech

2 Zabezpeceni dat urcuje klient

BYOK, KYOK, Sifrovani dat, AES 256

IBM nepouziva klienska data

Pro zdané ucely (trénovani Watsona, VylepSeni produktt apod.)
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Sifrovani a zabezpeceni dat

Béhem prenosu (Data-In-Transit)

— HTTPS, SSL, a TLS pfi pfenosu po internetu

- VPC/VPN gateway zajisti IPsec site-to-site link
— IBM Direct Link pro privatni linku

Virtual Servers

— Security Gateway
— Juniper vVSRX
— ATT Virtual Router Appliance

Ukladani (Data-At-Rest) Hypervisor

— Klient urcuje mechanismus Sifrovani, s technologiemi Encryption
Hytrust a BYOK/KYOK

0S image Sifrovana BYOK/KYOK

IBM Cloud hardware security modules (HSMs)
File/Block Storage Sifrovana standardné AES-256
Vypocetni vykon zabezpeceny pomoci Intel TPM/TXT
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Bezpecnostni monitoring v Cloudu

IBM Cloud Security and
Compliance Center

Integrované prostiedi pro spravu a bezuecnostni monitoring

<

Solution Deployment
Bring a culture of continuous security to
your business

Bezpeénostni pravidla a Rizeni bezpecnostnich Bezpecnostni nahled
principy konfiguraci

Bezpecnostni Sprava a fizeni Vi'sualizace a

prinipy zaloZené bezpecnostnich nahlgd na

na NIST based parametr( pro IBM zranitelnosti

control Cloud public network &

assessments. services actiyity behavior,
expirace

certifikatt
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IBM Cloud
Kubernetes Service kubernetes ‘ Red Hat

OpenShift

Je sluzba typu "managed service" umoznujici intuitivni konfiguraci, provoz a
monitoring Kubernetes cluster(l. Zahrnuje prostredky pro bezpecnost a izolaci
provozu cloud-native aplikaci, rozsifitelné o monitoring, DevOps, Analytiku i
nastroje pro IoT, Al vCetné Watsona. K dispozici v 6 regionech IBM, worldwide,
celkem ve vice nez 30+ datacentrech.

Vice na: www.ibm.com/cloud/container-service
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IBM CloudPak
predstavuje
,kontejnerizované’
IBM produkty v
prostredi Redhat
OpenShiftu

Cloud Pak for Data

Cloud Pak for Security

Cloud Pak for Business Automation
Cloud Pak for Watson AlOps
Cloud Pak for Integration

Cloud Pak for
Network Automation

CloudPak System

IBM Cloud Paks

(Lo m) &

= Run anywhere easily
Integrated by design In your data center or

Ready-to-use solutions in the cloud

Cloud Paks

An open, faster, more reliable way to build,
deploy, and run applications on hybrid cloud

https://www.ibm.com/cloud/paks
s O B
i}

Secure by default
Built with security in mind, from
image build through to
deployment and runtime

Built on open standards
Containers, Kubernetes, 111
Helm, Operators, etc
@ ®

Red Hat IBM Cloud Paks vyuzivaji Certified
OpenShift Red Hat Kubernetes OpenShift
Container Platform



Co je IBM Cloud Satellite ?

IBM Cloud sluzba provozovana ve Vasem

datacentru, implementovana v rezimu as-a-

service a fizena z prostredi public cloudu.
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IBM Cloud Satellite

IBM Cloud
sluzby

IBM Cloud

© 2017 IBM Corporation

Satellite Link

IBM Public Cloud Sexvices
[ -

VASE
DATACENTRUM

O W nRe

...nebo Public Cloud
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o° IBM Cloud Services v Satellitu

IBM Cloud catalog

[J Containers (1)

5% Databases (4)

Works with ~

[J HPC

[ sAP certified

Satellite Enabled I—

Provider ~
Compliance @ ~
Type ~

(®) All

O Services

IBM Cloud Satellite/ F

Et

Databases for etcd
By IBM

eted is a distributed reliable key-value store
for the most critical data of a distributed
system

Satellite Enabled « TAM-enabled «
Service Endpoint Supported

S
Red Hat OpenShift on IBM Cloud
By IBM

Deploy and secure enterprise workloads on
native OpenShift with developer focused tools
to run highly available apps. OpenShift...

Satellite Enabled - Financial Services Validated -
IAM-enabled = Service Endpeint Supported

Po
=1

Databases for PostdreSQL
By IBM

PostgreSQL is a powerful, open source object-
relational database that is highly
customizable.

Satellite Enabled « TAM-enabled =
Service Endpoint Supported

[0

Satellite
By IBM

Run IBM Cloud services on your own
infrastructure to consistently deploy, manage,
and control your application workloads...

Satellite Enabled - IAM-enabled

Rd

Databases for Redis
By IBM

Redis is a blazingly fast, in-memory data

structure store.

Satellite Enabled - TAM-enabled -
Service Endpoint Supperted

Ra

Messages for RabbitMQ
By IBM

RabbitMQ is an open source multi-protocol

messaging broker.

Satellite Enabled = IAM-enabled -
Service Endpoint Supported

21/ © 2021 Corporation




.0’

75 18M Cloud IBM Cloud Satellite
Vse co potrebujete |e
Linuxova infrastruktura,
IBM zajisti to ostatni




IBM Cloud certifikaty

https://www.ibm.com/cloud/compliance

IBM Cloud a zakladni

standardy Based on 15027001
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DoD DISAIL-2

Primyslové a

Maseuit aige  Hébergeurs de

regionalni certifikaty iy

Health Data Hosting

ISO/IEC 27018

ISO/IEC 9001 ISO/IEC 27001 ISO/IEC 27017

= cloud

Pramyslové a

security
odvétvové Certifikéty R L L sraR iji]j”“’
pro banky, telco,
zdravotnictvi a dalsi gﬂm‘y o

& Modernization e
Act

segmenty

GDPR

Aktualni certifikaty jsou on-line na webu a Ize je zdarma downloadovat

IBM Cloud Security Policy

NIST SP800-53

EU Model Clauses IBM Data
Processing Addendum (DPA)

HITRUST WiDA, i

usd MTCS L3 Australia

EUROPEAN
BANKING

Self Assessment

My Number

Act Japan EU-US


https://www.ibm.com/cloud/compliance

Nejcastéjsi dotazy od klienti... 5 18M Cloud

Otazka #1: ,Kde jsou moje data? Mohu zndt fyzickou adresu
datacentra cloudoveého poskytovatele? Lze jej auditovat?*

Otazka #2: , Jak je to se Sifrovdanim dat na sdileném uloZisti
typu Block/NFS File Storage? Co se stane s poskozenymi disky a
jak jsou likvidovdny?

Otazka #3: ,Jak je to s EXIT strategii? Mohu si data z cloudu
kdykoli odnést/exportovat a provoz kdykoli ukoncit?
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