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Jak moc pomahame utocnikim s pripravou utoku
proti nam samym? Aktualni hrozby v oblasti
kybernetickeé bezpecnosti

PT I_ A B ‘\\B@v\{d Malanik

PT LAB — Penetration Testing Laboratory
\ Fakulta aplikované informatiky
Univerzita Tomase Bati ve Zline
E-mail: 1
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Co povazujete za moderni technologie?

BYOD
Stru(‘fny Bezdratoveé technologie
Itl ﬂeré\l'( Informace = zbran

Al?

Jak se branit?
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BYOD

unml ==

Bring Your Own Device

Break Your Own Datacenter

Broadcast Your Own Data

Trend / Home Office
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BYOD

* Cil je jasny -> usetrit/ulehcit (ale komu ?)
» Kazdy mame spoustu vlastni techniky
* ProC bych musel hlidat nabijeni ... a dalsi

» Skloubit vyuziti osobnich zarizeni s praci ?
» Usetrime ... ? Opravdu ... ?
* ProC se muze jednat o problém ?
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BYOD

e Scénare
e Osobni zarizeni ve firemni siti

* Osobni zarizeni na praci vzdalené
* S pripojenim/bez pripojeni

e Firemni zarizeni doma ?
 Sdilené zarizeni ?

« ,Podedené zarizeni”

* ,Rozdel a panuj”

* ,Vymazat .. Bezpecne”

http://ptlab.fai.utb.cz
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Bezdratove technologie

Dostupnost siti

Verejné site

Hot-spoty

Firemni sité

(L

Zabezpeceni
Heslo

Login + Heslo
Certifikat

Skryté site

Jste na Wi-Fi?

Pripojili jste se na nejakou
Wi-Fi zde?

Znate tu sit?

h%ptla b.fai.utb.cz

Jak jste se na ni dostali?
Otevrena sit’
ListeCek na stole

Jinak
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Tak se na to podivejme prakticky

Vypinate si telefon nebo notebook?
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Co lze ziskat?
 Pokud jste se pripojili (bez VPN) tak je videt:

« Jednoznacny identifikator Vaseho zarizeni
Nazev site do které se pripojujete ->
Sluzby, které pouzivate

Mozna i nejakeé heslo....
INFORMACE!

16.8.25.255 DE-LSP-DISC,/J1S0N 289 Dropbox LAN sync Discovery Protocol, JavaScript Object Notation

16.8.25.67

DE-LSP-DISC/JS0ON 289 Dropbox LAN sync Discovery Protocol, JavaScript Object Notation
19.9.25.67


https://www.wigle.net/

b
ﬁo.lfg \ h&fptla b.fai.utb.cz

Informace = zbran !!!
{7

Citliva informace? Profilovani

IP/FQDN? Internet je dokonale persistentni zdroj dat —
problematika vymazani dat

Jméno?

Vaie firemni sit? Verejné zdroje informaci

Pasivni sbér informaci o nasich technologiich
Aktivni sber napr. Wi-Fi, IMSI catcher.

Vase domaci sit?

Vase hesla?
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Informace = zbran — ukazky
 Databaze Wi-Fi

« Databaze znamych Wi-Fi siti dle lokality

Fell St

oSt Latitude [37.7551 to 37.7738

Longitude -122.4797 to -122.4198

pac
pe

WIGL <.

l . mur [ Possible FreeNet
Lincoln Way - ) Frec S o .

y 5 z _| Possible Commercial Net
- Hucg v S - Mt ¢

_I No Labels
Only Discovered By Me
Only Discovered By Others

Coloring:

Kirknam St

aAy yicl



https://www.wigle.net/
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Informace

* Registr smluv |

= zbran — ukazky

Dorucovaci adresa Realizatora projektu:

k rukédm: Ing. Eva Novotna

adresa: Dittrichova 21, Praha 2, PSC 128 01
e-mail: eva.novotna@czechtrade.cz

Datova schranka: afrv7veé

Doruc¢ovaci adresa Piijemce podpory:

Elektrotechnicka asociace CR

k rukam: Ladislav Sojka

adresa: Zeleny pruh 95/97, 140 00, Praha 4 - Branik
e-mail: sojka@electroindustry.cz

Datova schranka: w463txn

N

http://ptlab.fai.utb.cz


https://smlouvy.gov.cz/smlouva/8373015?backlink=ew55v
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Informace = zbran — ukazky

* Registr smluv Ill — muze byt i hur

Ceska republika - Ministerstvo pro mistni C SYSTEM CZ a.s.
rozvoj

_ . vedouci Oddéleni realizace Kod produktu Popis produktu Pocet
MS >
)

P19766-B21 HPE DL360 Gen10 8SFF NC CTO Svr
P02634-1.21 Intel Xeon-G 6244 FIO Kit for DL360 G10
P02634-B21 Intel Xeon-G 6244 Kit for DL360 Gen10
P00924-B21 HPE 32GB 2Rx4 PC4-2933Y-R Smart Kit

HPE 800GB SAS MU SFF SC SS540 SSD
867982-B21 HPE DL360 Genl10 LP Riser Kit
867328-B21 HPE 10/25GbE 2p SFP28 QL41401 Adptr
867334-B21 HPE 10/25GbE 2p FLR-SFP28 QL41401L

CNA

"
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Informace = zbran — ukazky

* Registr smluv IV — muze byt i hure

7. Zhotovitel pro urécené zastupce objednatele zprovozni
dostupny minimalné v pracovni dny dobé od 07:00 do

8. Kontakt pro hlaseni pozadavkl HelpDesk/ ServiceDes

B AT R e T P AT T 2 et £ e

. e-mail: DRl R e TR Y L T
.|Tr||_ s - S

* telefon: +420 M AEENVCRRRE

W Fow r T N T e e T A ) o
. adresa pro []I'II"I|EISEFII:-'“'f_-_,,#;j-.*'-;:j.-,- SRR ST SN e L
L e - WG - R " Oy

I11.
Prava a povinnosti objednatele

1. Objednatel se zavazuje, ze zhotoviteli za realizaci dila a posk
s touho smlouvou uhradi cdménu dle dalsich ustanoveni tetx

2. Objednatel se zavazuje poskytnout zhotoviteli pfi plnéni tg
ailtodhelpdes kBpmgorstoan soucinnost sam nebo na vyzvu zhotovitele.
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Informace = zbran — ukazky
» HIBP

* Verejna DB na hledani uniklych loginu

@ Generate secure, unique passwords for every account  Learn more at 1Password.com

Why 1Password?

637 11,939,678,143 115,512 223,528,475

pwned websites pwned accounts pastes paste accounts


https://haveibeenpwned.com/
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Informace = zbran — ukazky

* Firemni emaily

CA

Cristian Sanchez

Grant Holder Manager
DigForASP - CA17124

Departamento de Matematicas

Universidad de Cadiz

Facultad de Ciencias, Campus del Rio San Pedro
11510 Puerto Real

Cadiz - SPAIN

Tel +34 956 012 703

W UCd.es
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Informace = zbran — ukazky

* Domény
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Informace = zbran — ukazky

e social

L

-

g Marcela

ahoj Dej mi své
Telefoni cislo prosim

< (6 8

Dekuji

Poslu ti SMS, soutéze
Pokud kod prijde se
z,pravou, poslete mi
ho

Ook?@®

Jo.®

dekuji poslat jsem

sms 6 mistny kod
posli mi

&

h%ptla b.fai.utb.cz

ZoJd

< @ T-Mobile -

Dobry den, pro
prihlaseni do Muj
T-Mobile s cislem

€ B pouzijte
kod 8 8. Sve heslo
nikomu nesdelujte, at ho
nikdo nemuze zneuzit.
Vas T-Mobile

e 1 OO 00
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import random

import string

def generate passphrase(length):

"""Generate a passphrase with the given length.”™""

chars = string.ascii letters + string.digits

return ' .join{random.choice(chars) for _ in range(length})

for 1 in range{2, 13):
passphrase = generate passphrase(i)
print{passphrase)
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import itertools

import string

def generate_passphrases{}:
"""Generate all possible passphrases with the given constraints.™""
chars = string.ascii lowercase
uppercase_chars = string.ascii_uppercase
digits = string.digits
for length in range(2, 13):

for uppercase_positions in itertools.combinations(range(length), 2):
for digit positions in itertools.combinations{range(length), 2):

for uppercase_combinations in itertools.combinations(uppercase cha
for digit combinations in itertools.combinations(digits, 2}:

passphrase = [random.choice({uppercase_combinations) if i 1

passphrase = [random.choice(digit combinations) if i1 in dig

yield " '.join(passphrase}

for passphrase in generate passphrases():

print({passphrase)
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Jak se branit?

* Byt paranoidni
« Aspon trochu....

\ http://ptlab.fai.utb.cz

* |zolace domacich zarizeni a firemnich — obzvlast na kritickych
postech

« Zabezpeceni prenosnych zarizeni:
« Sifrovani
* VPN pripojeni — required!
e Zamykani zarizeni
 Vzdaleny pristup + monitoring zarizeni — moznost vzdaleného smazani.

» Opatrnost se zverejnovanim informaci...
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Jak se branit? (kdyz utocite)
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61 0.830650494 192.168.0.141 172.64.153.207 QUIC 1399 Initial, DCID=1e9c8cc702eb9d56, SCID=7f5956, PKN: @, CRYPTO

62 0.843199491 172.64.153.207 192.168.0.141 QUIC 1242 Initial, DCID=7f5956, SCID=015a347d482c5ff4be5a2b7ddd2c73f18da2f9f@, PKN: @, A

63 0.845029656 172.64.153.207 192.168.0.141 QUIC 1242 Initial, DCID=7f5956, SCID=015a347d482c5ff4be5a2b7ddd2c73f18da2f9f@, PKN: 1, C

A A QART2AIRQTA 177 £A4 1E2 247 107 189 A 1141 niTr 19147 Handchala NCFTh=-T7FEOQEKAR CrTR=ATEa2ATAAQY ARFFAhaRaThTAAADI ~ATAF1QADIFOQFA

69 0.847968836 192.168.0.141 172.64.153.207 QUIC 116 Protected Payload (KP@), DCID=015a347d482c5ff4be5a2b7ddd2c73f18da2f9fe

70 0.848028376 192.168.0.141 172.64.153.207 TLSv1.. 105 Application Data

71 0.848228436 192.168.0.141 172.64.153.207 TLSv1.. 99 Application Data

72 0.848241763 192.168.0.141 172.64.153.207 TCP 66 60644 - 443 [FIN, ACK] Seq=1328 Ack=15482 Win=64128 Len=0 TSval=2502093098 TSe

73 0.859704497 172.64.153.207 192.168.0.141 TCP 66 443 - 60644 [ACK] Seq=15482 Ack=1304 Win=65536 Len=0 TSval=1690142311 TSecr=25
p Frame 69: 116 bytes on wire (928 bits), 116 bytes captured (928 bits) on inter ac 84 c6 d3 ac cb 08 00 27 d4 c@ c5 08 00 45 00 ' E
b Ethernet II, Src: PcsCompu_d4:c@:c5 (@8:00:27:d4:c0:c5), Dst: Tp-LinkT_d3:ac:c gg 5? eg g@ gg gg gg ;% gg 43 ;g gg ge gg g; jg f-@ @R BBV Z4}ﬁ
b Internet Protocol Version 4, Src: 192.168.0.141, Dst: 172.64.153.207 . gf 24 b; o o 33 = ag i 74} s X
P User Datagram Protocol, Src Port: 42652, Dst Port: 443 bo 21 0f <0 ea 11 16 3c d5 @3 60 2a ca 38 25 ed .7 < % 8%
gouIc IETF 59 78 ce la 82 49 7f c6 4 d7 2d e6 f0 8e 4b ba Yx-:-I-- - =K

> QUIC Connection information 8d 1d 57 5d 84 33 6a ef a5 bc 95 4a 8b 55 1a 18 Wl -3j J:-uU
[Packet Length: 74] 7c 2b e6 26 |+ &

> QUIC Short Header DCID=015a347d482c5ff4be5a2b7ddd2c73f18daz2fafe
v [Expert Info (Warning/Decryption): Failed to create decryption context: Sec
[Failed to create decryption context: Secrets are not available]
[Severity level: Warning]
[Group: Decryption]
Remaining Payload: 43b0210fc@ealll63cd503602aca3825ed5978celad82497fc6f4d72d

Cipher Suite: TLS_AES_128 GCM_SHA256 (@x1301 00 02 20 01 00 39 00 53 ©1 04 80 00 /5 30 09 01 @ 95 ud
Cigher Suite: TLS_CHACHA20_POLY1305 S;Azss (;x1303) 10 80 ff 73 db bc 00 00 00 01 da 9a 5a da @0 00 s 2
: e - - - 00 01 04 04 81 80 00 90 6a b2 00 cO 00 00 00 ff j
Cipher Suite: TLS_AES_256_GCM_SHA384 (0x1302) 02 de 1a 92 43 eS8 Qe 01 08 96 04 80 10 00 00 08 C
Compression Methods Length: 1 @1 10 of @3 7f 59 56 @7 ©4 80 10 00 00 Ob 01 14 YV
> Compression Methods (1 method) 20 01 00 05 04 80 cO 00 00 Oc 00 00 15 00 c5 00

Lo _f___ 4 ___it . ara N A A0 AR AN NO AR AR AR O AR AA AR AR AR AR
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Prilezitost k dotazum
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