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Urodny rok 2021

Nase zkuSenost - bez naroku na generalizaci

Dramaticky nardst utok g 99% z nich vyuzilo ails V 50% pfipadt bylo

zranitelnosti — nutno vyjednavat




VIAVIS ass.

V ¢em jsou utocnici dobri

Exploitace a
obchazeni AV

Jsou dobfi ve zneuzivani zranitelnosti a v
tom jak obejit AV.

Eskalace privilegii

Jsou velice dobfi v tom jak ziskat domain
admin pfistup.

Rychlost

Vse zvladnou velice rychle.

Mazani zaloh

Zaméruji se na mazani a Sifrovani zaloh.

WWW.Viavis.cz



Priklad prvni




Magistrat mésta Olomouc

Kyberutok na olomoucky magistrat, agendy uradu
jsou mimo provoz

742021

& Michal Kovar ‘ Daniela Tauberova n u 8

Datoveé systémy olomouckého magistratu napadli ve stfedu rano hackeri.
Kyberneticky utok byl podle radnice velmi silny a navic priSel v den, kdy
chodi na arad vice lidi. Agendy byly po cely den mimo provoz.

Budova olomouckého magistrdtu v Hynaisové ulici | Foto: DENIK



Magistrat mésta Olomouc

Statutarni mésto Olomouc
26.dubnav 16:39-Q

@ Magistrat funguje. @Hackeri znovu Gtocili

Dva a pul tydne od zacatku kybernetického Gtoku jsou vefejnosti k dispozici sluzby témér viech
agend magistratu. Vyjimkou je zatim Zivnostensky Urad, ale na zprovoznéni jeho agendy se
intenzivné pracuje. V pfipadé nékterych odbord, jako je majetkoprévni, stavebni, Zivotniho
prostredi, dopravy ¢i mistni zelené a odpadového hospodarstvi, zatim nebéZi pinohodnotné
softwarovéd podpora. Vyfizovani pfisludné Zadosti mazZe proto byt v nékterych pfipadech
zdlouhavéjsi. IT specialisté pracuji na tom, aby bylo fungovani magistratni digitaini infrastruktury a
viech specialnich aplikaci kazdym dnem lepsi, rychlej3i a bezpeénéjsi.

O vikendu doslo také k utoku na webové stranky mésta, kdy stejna hackerska skupina cilené
utocila na webové servery s cilem eliminovat jejich dostupnost. IT tym Gtok rychle odhalil, provedl
protiopatreni, a preventivné prisludné servery odstavil. Webové portaly budou zatim omezeny co
do funkénosti. Podle odborniki se jednalo o jiny typ Gtoku — tzv. DDoS, k némuz se ale hlasi stejna
skupina utoénikd — dle jejiho vyjadreni jde o mstu za obnoveni infrastruktury vlastnimi silami, aniz
by mésto Gtoénikdm platilo poZadované vykupné.
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New companies _ Full dumps
OMBIA TAIWAN SURFACE MOUNTING TECH

Publizhed data: 125.25 Gi8
website: [N Cinov Federation
Email: = Published data: 22.98 GiB

o -

Files:

Published data: 58.58 GiB
7z 165.64 MiB

np.2ip.003 1000 MiB Coca

pip.002 1000 MiB bozoioad o beinaded

i 0 8 8 0 B

e np.zip.005 1000 MiB SPINE &
np.zip.001 1000 MiB P g B LI G
spbiatadicas ‘ np.zip.004 1000 MiB EUROMAIS - PECAS E PNEUS
date: 4 Da
np.2ip.008 1000 Mi8 Published data 21.39 GiB
o np.zip.006 1000 MiB ) e
B np.2ip.007 1000 MiB Published data: 2.88 Gi88

llustracni obrdzek. Zdroj: Avaddon home page na Darknet



CEO TAX, SOCIAL SECURITY NUMBER + DRIVER LICENSE

EXA

P ARTMENT OF PUBLIC SAFETY
DI.PARI!:)I:W FICENSE

CLASS: C pL: 09306744

DOB: 01-10-72 m’.s- ak

EXPIRES: 01-10-14 EYES:

REST: SEX:F A

END:

vm.uca CYNTHIA Wh! ‘1 f
BLOSSOM LANE

s %33-43=8153

™IS NUMM'\ HAS BEEN ESTABLISHED FOR

CYNTH!A SAYERS HALL ACF

VIAVIS ass.

Ejercicio: 2018
ilento Contrapartid: Comentario Debe Haber Saldo|
ETERIORAMIENTO PARCELA (1296242CG7819N0000XX)
27 69100010015 DETERIORAMIENTO TERRENOS | BIENES NATURA 71860,84 -71860,84
27 79100010015 REVERSION TERRENOS Y BIENES NATURALES 5282,18 -66578,66
29 Cierre contabilidad 2017 66.578,66
fos ... 71.860,84 71.880,84
TERIORAMIENTO PARCELA (1296248CG7819N0000UX)
27 69100010015 DETERIORAMIENTO TERRENOS | BIENES NATURA 5146294 -51462,94
27 79100010015 REVERSION TERRENOS Y BIENES NATURALES 3585,94 -47877
29 Gierre contabilidad 2017 47.877,00
tos ... 51.462,94 51.462,94
TERIORAMIENTO PARCELA (1296249CG7819N0000HX)
27 69100010015 DETERIORAMIENTO TERRENOS | BIENES NATURA 5122386 -51223.86
—esempavar 27 79100010015 REVERSION TERRENOS Y BIENES NATURALES 3566,57 -47657,29
311272017 29 Cierre contabilidad 2017 47.657,29
Suma Movimientos ... §1.223,86 51.223.86
291000000158 DETERIORAMIENTO PARCELA (1296250CG7819N000002X)
01/01/2017 27 69100010015 DETERIORAMIENTO TERRENOS | BIENES NATURA 5197489 51974,89
31/12/2017 27 79100010015 REVERSION TERRENOS Y BIENES NATURALES 354722 -48427,67
31/12/2017 29 Cierre contabilidad 2017 48.427,67
Suma Movimientos ... §1.974,89 51.974,89
291000000153 DETERIORAMIENTO PARCELA (1296241CG7813N0000DX)
01/01/2017 27 69100010015 DETERIORAMIENTO TERRENOS | BIENES NATURA 69967,28 -69967,28
31/12/2017 27 79100010015 REVERSION TERRENCS Y BIENES NATURALES 5062,88 -64904,4
1122017 29 Gerre contahilidad 2017 £64.504,40
Suma Movimientos ... 69.967,28 60.967,28
291000000160 DETERIORAMIENTO PARCELA (1296243CG7819N0000IX)
01/01/2017 27 69100010016 DETERIORAMIENTO TERRENOS | BIENES NATURA 73987,61 -73987,61
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Vyjednavani s utoc¢niky

Your network has beer infected!
el b st St DO NOT DELETE THIS FILE UNTIL ALL YOUR DATA HAVE BEEN RECOVERED
All your documents, photos, databases and other important files have been encrypted and

You are not able to decrypt it by yourself, But don't worry, we can help you to restore

The only way
restore your

O restore your files is to buy our special software. Only we can give you
files!
We have also downloaded a lot of private data from your network.

If you do not contact as in
(avaddongun7rngel.onion) and after 7 days the whole downloaded info.

You can get more information on our page, which is located in a Tor hidden network.

How to get to our page

e . vratas

Download Tor browser -

Install Tor browser

Open link in Tor browser - avaddonbotrxmuyl.onion

VIAVIS ass.

Zdroj: Avaddon

Y

2> C' @ avaddonbotnmuylonion B

have the extension: .beDBDd
all your files!

this software and only we ¢

a 3 days we will post information about your breach on our public news website

Your network has been infected by Avaddon Ransomware! All your documents, photos, databases and other important
files have been encrypted. But don't worry, we can help you to restore all your files! To make sure, you can test our
decryptor. You will get more information if you enter your personal identifier in the field below.

Enter your ID

WWW.Viavis.cz
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Jak to dopadlo

Windows zaSifrované Vykupné nezaplaceno

Windows zasifrované. Linuxy prezily. Pozadovano 100 000 dolart.

Napadeni webového serveru

Exploitace a smazani.

Nasledovaly DDoS

Jako pomsta za nezaplaceni nasledoval
dlouhotrvajici DDoS.

Zverejnéni dat

Byla zverejnéna ukradena data.

10
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Priklad druhy




Centralni konzole AV

L) L) H
Endpoint Protection - Dashboard L
Overview / Endpoint Protection Dashboard =nra
Recent threat graphs

Sophos generated Admin generated

Time crested Priority Name User Device

Oct 16, 2021 7:20 AM High CryptoGuard Frank Castle L WinT-desktop-3
Oct 16, 2021 6:32 AM Medium PrivGuard Frank Castle LI Win7-desktop-3
Oct 16, 2021 5:46 AM Medium CodeCave Frank Castle LI WinT-desktop-3
Oct 16, 2021 1:49 AM Medium ATK/Shellter-B Frank Castle CJ WinT-desktop-3
Oct 16, 2021 1256 AM Medium HeapHeapProtect Frank Castle L Win7-desktop-3

Threat Analysis Center - CryptoGuard fep- D

Overview | Threat Analysis Center Dashboard | Threat Graphs | CryptoGuard Central Demo Sophos In

- - o - o — @ - &

Win7-desktop-3 @ Root Cause @ Beacon Detected Clean

10.108.209.253 Outlook e33dj30.exe Oct 16, 2021 7:18 AM

Summary Suggested next steps



Analyza OS :

el =

VMware Remote Console

! £ A TR R R g
it T T T T
I ol ‘!im‘f%i:"Il”f"".‘!la12‘ R HH T R
- R | | |

R

h

Aght (C) 2012 Microsoft Corporation. All rights reserved.

\sers\administrato cd .\Desktop

AlUsers\administrato lesktop> cd e:

A> .\Test-Proxylogon.psi.txt -OutPath $home\desktop\logs

¥ .\Test—?rox¥loson.ps1 ~QutPath Chamatdagktopllogs

ylogon Status: Exchange Server

g age days: Oabgen 59,5 Ecp 43,1 nutroa 5¥,7? Eas 59,7 EcpProxy 45,9 Ews 59,7 Mapi 49,5 0ab 45,9 Owa 59,
srshell 59,7 Rpclittp 59,7

tport exported to: C:i\Users\administrato ktop\logs
BUE=DN2T-26855] Suspicious activite found in Htip Proxy log!
ieport exported to: C:i\Users\administrato esktop\logs we-2021-26855.csv

3 5»- :\) -~

.ogAgeDays.csvy



VIAVIS a.s.

Analyza OS

14
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Analyza komunikace

HTTP KB/69 KE
HTTP 1.9 KB/1.3KB
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Jak to dopadlo

Vse zasifrované Technologicka sit prezila Zaplaceni vykupného

Uzivatelska doména poslouZila jako
honeypot.

Windows zasifrované. Linuxy smazané.

Existovala druha lokalita

V dobé atoku byla témér pFipravena nova
serverovna.

Zaplaceno 1,5 BTC.

18 TB dat

V dobé atoku nebyly dostupné SSD.

16
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Disledna segmentace

Pristup vSude jen na zakladé nutného
minima.

Co s tim?

Ridit vzdalené pristupy

Vice faktorova autentizace je ,must have"“.

Za vsechno muze uzivatel?

Plati i pro IT. Bez kvalitnich lidi na IT pozici
to nepujde.

Zalohy

Co je doma, to se pocita.

17
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Utoky z pohledu managementu

@ Uspél management?

—> Formalni/realna pripravenost
9 Zvysovani casového stresu
- Reseni nepodstatnych problémc

WWW.viavis.cz IV”\V'SI
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Veselé prihody z nataceni

,Jak dlouho budeme obnovovat? Hmm, to radéji zaplatime...”
,MuzZe za to informatika, potrestame je. Zkratime jim rozpocet...”
,Tak ddme zdlohy do cloudu, nemuze se nic stat... “

Posledni vina utoku

v v VvV

WWW.viavis.cz IV”\V'SI



Workshop - jak zvladnout
kyber utok

Simulace realného utoku
Tym managementu a tym IT

Reakce na jednotlivé faze a viny Gtoku

Co si odnesete

Jak resit situace, o kterych se
nedoctete

Ukazka pro CACIO
14.4.2022

Registrace: jan.heisler@cacio.cz
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Prostor pro vase dotazy...

Dékujeme za pozornost

Za tym VIAVIS a.s.
= Jan Bonczek

= Vladimir Lazecky
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